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Abstract
Mobile adhoc network (MANET) is a collection of node under a communication with each other nodes in the network. They
are mobile nodes which can change its location according to the requirement. So the location based routing is needed for
transmission of packet. For the data packet security, the existing algorithm is enhanced as “A secure location aware routing
protocol”. In this nodes are arranged by means of a clustering technique. This protocol will predict the future location of
node using particle swarm optimization. The link lifetime, speed, distance and position of node is calculated earlier to find
the optimized route. The trust value of node is computed from neighbor node which helps in prediction of future location and
also to find malicious node in network to reduce packet loss. To prevent data from malicious node, the packets are encrypted
using elliptic curve cryptography. Due to trust value, the routing information can be updated for easily and also improve the
network throughput.

Keywords Clustering · PSO · Link lifetime · Trust value · ECC

1 Introduction

Mobile adhocwireless network [1] is a set of nodeswhich are
linked through a linkswith some rules to transfer packet from
one node point to another node. There are many protocols to
design the structure of communication. The connections are
managed using routing protocols for adhoc network. It has to
handle various problems such as mobile handling and reduc-
tion of overhead meanwhile nodes have partial resources.
Then the very important factor of protocol is to ease the influ-
ence of attacks on the protocol. Due to transmission natured
networking, the attackerwithin the range of transmissionwill
do eavesdrop on the traffic, drop of packets and tamper.

The three types of protocols are flat routing, hierarchi-
cal routing and geographical routing [2,3]. In geographical
routing [4], the locations of nodes are considered for data for-
warding toward destination node. So it looks like the adaptive
method for transferring of data packets in wireless adhoc net-
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work. This geographic routing protocol route is the packet
based on trustworthy and does not take account of security
problem. And the degradation of performance in terms of
delivery ratio will say the presence of malicious node in
the network. An attacker may generate falsified fake bea-
con messages to make connection between the nodes with it
for disruption of the routing scheme [5]. The attacks such as
black hole and wormhole are created by malicious node in
network system.

The existing method compared to this paper is highly
secure geographic routing approach [6]. In that, geograph-
ical routing is enhanced with message authentication code
(MAC) for security. This allows both source node and
destination node to prove the authenticity and for acknowl-
edgement with secret key exchange to protect data packets.
Also the intermediate nodes have to send acknowledgement
after forwarding of data packet. But in this method more
energy is conserved and secret key also can be steal by the
attacker when sharing process between source and destina-
tion. So in this paper, a secure location aware routing protocol
is designed.

The proposed model is described in the Sect. 3, which
contains clustering technique in Sect. 3.1, PSO in Sect. 3.2
and node status is explained in Sect. 3.3. The malicious
node detection is detailed in Sect. 3.4 and trust computa-
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tion in Sect. 3.5. The encryption method ECC is explained
in Sect. 3.6. The experimental result is given in Sect. 4 and
conclusion at Sect. 5.

2 Literature review

Kaur and Kaur [7], developed a paper for an analyzation
and implementation of cluster based routing protocol in
MANET networks. MANET is a self-supporting adhoc net-
works with cellular nodes that can bemigrate and connection
between each nodes. Clustering structured methods are used
to improve performance. The main purpose of cluster is to
boost the routing protocols in the network and the clustering
based routing protocol is developed [7].

Diwaker and Mehla [8], proposed a route optimization
technique using PSO and DSDV protocols. This particle
swarm intelligence based route optimizationwill enhance the
life time of the network. It provides gateways and shortest
path to find out the sent packets or to initialize the commu-
nication between the nodes. By this combinational method,
optimized route is discovered by saving time and energy and
also by managing delay [8].

Koul et al. [9], discussed link stability, frequency and
distance of nodes in MANET. In this paper, link remains
connected with neighboring nodes and the communication
time is predicted. The next hop node is selected based on
the time of link and not by the shortest distance. The stabil-
ity of the route is increased based on the time period using
the parameters like frequency, distance and signal quality to
decide the best next hop neighbor [9].

Rahman and Akhtaruzzaman [10], proposed an efficient
scheme depends on the speed, distance remaining battery of
nodes for determination of route in wireless MANET. To
increase the network lifetime and network performance, the
difference in velocities and weight has to be balanced. The
intermediate node velocities are encompasses by the load
balancing issues using MRF method [10].

Khalili-Shoja et al. [11], proposed a method using secret
mutual chanciness between two or more multiple nodes for
communication security. In this paper, network routingmeta-
data by achieving pure randomness generation and secret key
agreement. Dynamic source routing protocol is used and it
requires relatively little communication overhead [11].

Ertau and Chavan [12], explains the elliptic curve cryp-
tography based on threshold, which provides promise of
securing the network. MANET is a network; allow com-
munication with each other without any infrastructure. ECC
algorithm is more efficient when compared to RSA that gives
result as ECC is most suitable method for MANET [12].

Radhika and Thejiya [13], proposed a MANET network
which has improved security. Trust worthiness is used to
avoid vulnerable attacks. Trust model is designed using ad-

hoc on demand distance vector routing protocol. Instead of
signature verification, cryptography is used [13].

3 Proposedmodel

The protocol used to route the information based on loca-
tion aware routing with trusted security is proposed in this
paper. The nodes are communicated by clustering based rout-
ing between the boundaries of nodes. In MANET, to predict
the future location of a cluster member, particle swarm opti-
mization (PSO) method is used. Then the other parameters
of node such as speed, position and distance has to be con-
sider for the prediction of future location. Also it helps to
find the shortest path easily and earlier. For transmission of
packet between the nodes, check the node status for next-hop
and reduce the packet delay. A random number is exchanged
between the mobile nodes to predict the malicious node and
also to prevent the loss of packets. Then trust value is cal-
culated from its neighbor table for secure communication.
For the data security, the packets are encrypted using ellip-
tic curve cryptography (ECC) method. These methods are
detailed in following sections.

3.1 Cluster based networkmodel

In the adhoc network, the messages are transmitted in multi-
hop method through various intermediate nodes from sender
node to receiver node. The existing protocol sends data in
peer to peer network without any centralized server and
dynamically self-organization in adhoc topologies.

Clustering [14–17] is a method which means partitioning
the whole network into smaller practical groups based on
certain rules in order to distinguish the nodes in other sub
networks. It is said that dissimilar nodes are grouped to form
a structure; there every node is assigned different functions
or status such as cluster head, gateway and member nodes.
This partitioned area are called cluster that contains cluster
head as a coordinator, which is elected by each cluster.
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Cluster head is the nodes which acts as supervisor and do
processes like management of cluster, updating routing table
and finding new routes. The member nodes are the ordinary
nodes in cluster and the nodes which have inter cluster com-
munication link is called as gateway node. If the information
transferred within the cluster, the data send to cluster head
and it distribute the data to corresponding node. Otherwise
the data can be forwarded by cluster head to gateway for
communication between other clusters.

The process of clustering is each node of the cluster broad-
cast a HELLO message and its IP address is attached to it.
Then cluster head adds IP address of its member, nodes to its
ownHELLOmessage. The cluster member will receive three
HELLO messages from its cluster head during the cluster
selection process. Otherwise it considers that the connection
between them is broken. So, the node starts its searching
of new cluster head. For conformation of its new cluster
head, again it broadcast the Hello message that contains its
IP address.

The node in cluster is a mobile node, so to predict the
future location of nodes the following PSO method is used.

3.2 Particle swarm optimization

Particle swarm optimization (PSO) [18–20] is a modern and
powerful method of optimization. This is based on group
communication for sharing of individual knowledge. From
the nature of the social behavior, a group of birds or insects
search food or migrate to different space, although all that
do not know where the best location is. The PSO algorithm
learned basically from animal’s activity or behavior for mak-
ing solutions to optimization problems. In PSO, particles are
referred as each member of group and the total population in
group is called a swarm.

The process started with a random amount of populace
and moving casually to chosen directions. Each unit drives
through searching space and analyzes the memorized prior
space of itself and its neighbor’s. After finding good posi-
tion the particles communicate the information to each other
and then dynamically change their position and velocity
accordingly. Next step begins when swarm has been moved
completely. This method is faster, cheaper and more efficient
implementation as compared to other optimization problems.
PSO has the ability to swiftly coverage to a good solution.

The PSO has two algorithms, namely global best PSO
(gbest) and local best PSO (lbest), with difference in size of
their neighborhoods. The position of each particle influenced
by best-fit particle in entire swarm is given by method global
best. The global best PSO uses star topology where the social
info can be gotten from all particles. The lbest method only
allows all particles to chosen best-fit particle from neighbor-
hood and uses ring social topology.

3.2.1 PSO algorithm parameters

In PSO algorithm there are some parameters that produce
impact on efficiency of the PSO method. The basic parame-
ters are swarm size, number of iterations, accelerations and
velocity components.

1. Swarm size
The number of units in swarm is called swarm size. Huge
number of particles on swarm reduces the number of
space covered per iteration for good optimization result.
But it may lead to increase complexity per iteration and
more time consuming.

2. Iteration numbers
This parameter is defined as number of iterations which
is a problem-dependent to obtain good result. Minimum
number of iteration lead to stop the operation prematurely
at the same time too large iteration will cause conse-
quence of unnecessary computational complexity.

3. Velocity components
The velocity of each particle has to be updated frequently.
These velocity componentswill update particle’s velocity
and its three terms are,

1. The term which provides previous direction from mem-
ory that means movement in immediate past is called

inertia component
(
vti j

)
. It deals with a momentum that

drastically changes the direction of particles and predic-
tion towards the current direction.

2. The performance of particles relative to past performance
is measured by the term called cognitive component(
c1r t1 j

[
Pt
best,i − xti j

])
. This is referred to as nostalgia

of the particle. The position that was best for particle can
be memorized in this term. Tendency of individuals to
return to positions that satisfied them most in the past is
represented.

3. The term social component
(
c2r t2 j

[
Gbest − xti j

])
for

gbest PSO or
(
c2r t2 j

[
Lbest,i − xti j

])
for lbest PSO is

used to measure the performance of particles that rela-
tive to a group of particles. It also determines the best
position found by neighborhood particle.

4. Acceleration coefficient
The stochastic effect of cognitive and social works of
particles velocity can be maintained by random values r1
and r2 together with acceleration coefficients c1 and c2.
In this c1 refers for confidence of particle itself and c2
express confidence of particle in its neighbors.
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3.2.2 Mobility related information

The node has large impact on calculating mobility metrics
like distance, speed and moving direction between nodes.
This information will help the node to know its own position
and also the position of destination. Let the location organizes
of a node i is (xi, yi) and the position organizes of a source
node s is (xs, ys), then the distance and average distance
between nodes is calculated as,

D =
√

(xi − xs)2 + (yi − ys)2

Davg = 1

n

n∑
i=1

√
(xi − xs)2 + (yi − ys)2

To make forwarding decision for sending the packets to the
nodes that are moving towards the direction of destination
geographical routing protocol source node consider themov-
ing direction. Suppose the source nodes is at (x0, y0) and the
destination node is at (xd, yd) and neighbor node i at (xi, yi)
then moving angle between source and neighbor i toward the
destination d can be calculated from,

A(d)
s, j = arc cos

(xd − x0) (xi − x0) + (yd − y0) (yi − y0)√
(xd − x0)2 + (yd − y0)2 +

√
(xi − x0)2 + (yi − y0)2

3.2.3 Calculation of link lifetime

The communication of nodes is done through the link
between the nodes. The link life time is defined as the dura-
tion where communication between nodes can exist. It is
important to maintain the link of nodes, which can breaks
frequently due to some obstacles and varying speed of nodes.
If break time of the nodes can predicted earlier then it can be
used as one of the routing metric for next hop selection. The
packet loss can be reduced by providing longer lifetime for
link. The coordinates of source and destination node be (xs,
ys), (xi, yi) and their velocities are vs and vi, where vs<vi and
range be R. the lifetime between this source and destination
is calculated as,

Ls,i = R −
√

(xi − xs)2 + (yi − ys)2

vs − vi

After finding the mobility information and link life time of
node then the node status is analyzed for the prediction of
future location.

3.3 Node status

To determine the node status, the buffer queue length is bea-
coned before the next hop selection. For the network load

analyzation, the buffer queue length is considered to avoid
packet drops due to congestion at receiver node. The buffer
size can be defined as number of packets in buffer queue. The
average buffer capacity (Q(t)

i ) can be given as,

Q(t)
i = Qmax − Q(t)

i

Qmax

3.3.1 Calculation of one-hop node density

Routing metric includes traffic density as one of the impor-
tant packets to determine the reliable routing path. The next
hop selection in high node density without intermittent con-
nectivity.by exchanging beacon packets of neighbor node
table content the nodes can measure the one-hop node den-
sity based on number of neighbor nodes. It helps for stable
routing path and reduces the risk of local maximum reaching
of packet. The local node density of neighbor Ti(t) given as,

Ti (t) = Neighbor table.si ze()

R

where the R is referred as radio range of node and
Neighbortable.si ze() will give the total number of neigh-
bors in neighbor table at time t.

3.3.2 Speed, position andmovement detection

The link between nodes is estimated for link stability. It is
necessary to calculate for the prediction of link failure prob-
ability during a communication session. This can be used to
detect the node that not in range for the next hop selection to
forward/send the data. The link stability is appraised before
selecting next hop for sending data to nearby nodes. The total
link time can be calculated by estimating how long it takes
for two neighbor nodes tomove out of communication range.
Communication lifetime by further divided as route validity
time and link stability will give as result.

Assume that two nodes are moving in two different direc-
tions from time t0 and t1 with speed of v1 and v2.then the
distance is D0 and D1 respectively. In that, D0 represents
their coordinates are A0 (xi0, yi0) and B0 (xi0, yi0) in t0,
while D1 denotes the distance in time t1 with coordinates of
A1 (xj1, yj1) and B1 (xj1, yj1). The estimated lifetime com-
munication link is �t = t1 − t0. The following equation can
be used to predict future position (A1 and B1) of each vehicle
from its current position (A0 and B0) and speed (v1 and v2).

⎧
⎪⎪⎨
⎪⎪⎩

Bx1 = Bx0 + Vbx .�t
By1 = By0 + Vby .�t
Ax1 = Ax0 + Vax .�t
Ay1 = Ay0 + Vay .�t

(1)
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Then the future distance can be calculated by getting the
position of each node,

D2
1 = |Ax1 − Bx1|2 + |Ay1 − By1|2 (2)

By combining (1) and (2) equations,

D1 =
√

|(Ax0 − Bx0) + (Vax − Vbx ) �t|2 + ∣∣(Ay0 − By0) + (
Vay − Vby

)
�t

∣∣2

(3)

In networks, there may be a malicious node to disrupt the
process of communication. To prevent data loss and foe
enhancement of security malicious node is detected and
encryption of data is preferred. The trust value is calculated
from neighbor table for trustworthy connection. The ECC
method is used for encryption.

3.4 Malicious node detection

In the MANET network, malicious node detection is a prob-
lem that depends on network status and to discover drop data
packets or route request packets. This problem happens due
to intrusion of malicious node which attack is not the one that
networks searches for. The other problem is huge amount of
data exchange between the nodes that cause network traf-
fic. Malicious node will lead to occupation of bandwidth and
cause excessive resource consumption of nodes. Three types
of attacks are data packet drop, drop of route request packets
and changing the route request.

These three types of attacks are detected based on the pre-
sentation of each nodewithin the network. For this, clustering
technique is implemented. In clustering, each cluster selects
cluster head and it will take decision about malicious node to
find weather it is fake or not. Cluster head will introduce the
malicious node to all nodes within the cluster by consider-
ing the info received from intrusion detection system. Packet
loss is one of the parameter in performance of MANET. It
occurs when the entire packet has dropped due to mobility,
transmission error, congestion and themalicious node attack.
If packet loss increases throughput will be decreased.so this
packet loss can be reduced in this algorithm.

Packet loss = Number of send packets

−Number of received packets

3.5 Trust computation

Trust can be defined as the level of confidence of one node
about other node to be assigned for a work with in a time
period. This trust value can be calculated [21] by one node
against other node based on the past communication details

or history. This value depends on time and it varies according
to observations from trusted neighbor node.

The trust metrics is calculated using packet forwarding
behavior to evaluate how packet forwarding is done by each
neighbor. This can be the ratio between number of packets
received and forwarded successfully by a node. Let assume i
as sensing of nodes and j is the trust value and the equation be,

Ti, j (t) = Fi, j (t)

Ri, j (t)

where Fi, j (t) represents at time t, number of packets pro-
moted by node j and Ri, j (t) represents number of packets
received by node j. By this trust ratio, we can easily find
the presence of malicious node. If malicious node is in the
network its value gets decreased so it will be detected and
removed from the route successfully.

3.6 Elliptic curve cryptography

Elliptic curve cryptography (ECC) [22,23] is one of amethod
of public key cryptography. In general, the public key cryp-
tography each device or user taking part in communication,
which working with pair of keys, a public key and a pri-
vate key and operation needs for cryptographic process.
When selecting public key schemes for specific operations,
functionality, security and performance has to be consid-
ered. Public key processes such as signature verification and
encryption are extra effectual in ECC. Private Key opera-
tions, such as signature generation and decryption for ECC
are highly efficient. Advantages like processing power, stor-
age, bandwidth, or power consumption are offered by ECC.

The elliptic curve cryptography consists of a finite field
which represents field elements and algorithms for execution
field arithmetic. Then an elliptic curve, that gives elliptic
curve points and algorithms for elliptic curve arithmetic.

The elliptic curve in mathematical expression be like
y2 = x2 + ax + b, in this each a and b values gives different
elliptic curve. The public key is point on curve and private
key is a random number. By multiplying private key with
generator point G of curve the public key is obtained. The
curve parameters and generator point G, together constitutes
the domain parameters of ECC.

3.6.1 Finite fields

The elliptic curve operations on real number operations are
slow and in accurate due to round off error. But this crypto-
graphic process should be faster and accurate. So, it is defined
over two finite fields,

• Prime field (Fp)
• Binary field (Fm2 )
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In prime field, the equation of the elliptic curve is y2 mod
p = x3 +ax + bmod p, here elements of this finite field are
integers between 0 and p-1. The prime number p is chosen
such that to make more number of points on elliptic curve to
make the cryptographic system secure.

In binary field, the elliptic curve equation is y2+xy = x3

+ax2+b, where b �= 0. Here the elements of the finite
field are integers of length almost m bits. These numbers
can be considered as a polynomial of degree m−1. 0 and
1 be the binary polynomial coefficients. The operation such
as addition, subtraction, division and multiplication involves
polynomial of degreem−1. Them is chosen for large number
of points on elliptic curve to make secure.

The working of ECC depends on efficiency of finite field
computations and fast algorithms for elliptic scalar multi-
plication. Selection of specific underlying fields and elliptic
curves can speed up the implementation.

4 Experimental results

This new secure algorithm is implemented using ns2 simu-
lator tool. The version used is ns2.34 and this tool is mainly
applicable for the simulations of MANET, VANET, and
WSN. The experimental result is shown in following figures.

The various graphs are drawn to analyze the performance
of algorithm developed. The graphs such as key exchange,
overhead, average delay, PDR,message drop and throughput.

4.1 Key exchange

This is defined as the process, whereby a shared key becomes
available to two parties for subsequent cryptographic use.

4.2 Overhead

It represents total number of forward in the network in terms
of number of time it forwarded.

4.3 Average delay

It is the product of time taken to obtain public or private key
to number of mobile nodes in network.

4.4 Packet delivery ratio

PDRdefined as the fraction of packets sentwhich are actually
received by destination node among all packets sent.

4.5 Throughput

Throughput is the arrival of completed data in time period to
destination.
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4.6 Message drop

The number of packets dropped not received by destination
due to malicious node is called message drop.

5 Conclusions

In this paper, trusted ECC based “A secure location aware
routing protocol” is proposed. The above experimental result
shows that this protocol gives better performance than the
existing method. The future location is predicted and so the
link life time is calculated earlier. Due to PSO algorithm,
all nodes are connected under a coordination, which helps
to reduce the packet loss. The trust value also calculated to
find weather malicious node intrusion occurs in network. For
the data security, the packets are encrypted using the elliptic
curve cryptography. Therefore overall performance of this
algorithm has better efficiency.
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